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Navigating the changing dynamics
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-~ What’s on tap?
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Lending challenges

Account takeover fraud

Auto loan fraud

New variations of online loan fraud
Alternative data

Synthetic ID fraud

Consumer protection

Trust(]ge® Proprietary and confidential. Do not distribute. 3



S h Ifh n g expeclllqho ns Increased automation

J & digitization
I

Hyper-personalized,
proactive advice & pricing

Engaging & dynamic
member experience

More choice to interact

More watchful eyes
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Trends reshaping the process

* Increasing fraud trends - indirect and online
lending

« Repossessions trending upward in 2024

« Alternative data and it's impact on credit
underwrifing

* Hyper-personalized advice and pricing -
artificial intelligence and machine learning

« Lending compliance

| |
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Lending
litigation irends

Fair Credit Reporting Act
- GAP

Defective post-repossession
notices

« Fairlending




There has been a lot of
news about the recent
AT&T data breach and
the potential impact on
loan fraud.

What should we be on
the lookout fore

| |
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Synthetic ID theft

* Fraudster combines real information (usually stolen),
including a real SSN, and fake information to create @
new identity/credit profile, which is used to open
fraudulent accounts/obtain loans

» Use SSNs belonging to children, the elderly, the
incarcerated, and the homeless

» Individuals are less likely to use credit or regularly
check their credit

« Scheme to boost credit score for a synthetic identity
which opens up more loan fraud opportunities

« Fraudster becomes an authorized user on a long-
standing/good-paying revolving account (e.g., credit
card)

Unfortunately, Synthetic ID theft is difficult fo detect
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Characteristics - Performing Infend fo pay
. synthetics
of synthetic

|den’r|iy fraud  Staging synthetics S’rqgeT

legitimacy

* Criminal syntheftics

Accumulation -
bust-out
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Online loan application fraud frends

= TruStage

RISK Alert

Actionable insights for bond policyholders

Fraud risk and vendor management
impact indirect lending porifolios

Alert details
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RISK Alert

Actionable insights for bond policyholders

amning

Technology & fraudulent pay stubs
increase the risk of loan fraud

Alert details

Newest twist on identity theft —
fake employers and fake employment/
iIncome verification

Credit washing
Credit repair companies

|ldentity theft — everything correct,
except email and phone, fake IDs with
fraudster’'s photo
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What recommendations do you have on how to
mitigate fraud risks on indirect loans?
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Indirect lending risks

* Leverage technology for fraud scoring and alerts

« Postmortem analysis on first and early payment
defaults

« Dealer monitoring

« IDL - revisit dealer agreements to ensure to include
recourse for fraud identified within the first 30-60
days

TruStage
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Dealer Due Diligence

Risk overview

Critical factors to consider
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Portfolio monitoring

« Establish well-defined lending criteria and
quality-conftrol programs for each dealer

« Establish appropriate growth goals and
concentration limits, along with minimum
standards for creditworthiness, such as
credit score & debt-to-income requirements

«  Monitor the portfolio, such as performing a
multidimensional portfolio analysis and
static-pool analysis, to ensure they are
meeting risk-tolerance levels

« Conduct dealership reviews regularly
including on-site visits

« Take early action to revise the program
when adverse performance tfrends occur

=" TruStage

Questions to consider

Does the dealer understand your expectations related
to the loan portfolio and member eligibility ¢

Franchise vs. non-franchise?

Are facilities professionally maintained?

How do they respond to complaints?

Are financial reports stable, and free of red flagse
What is the current licensure statuse

Has the ownership structure remained unchanged?
Is business insurance up to date?

Is finance staff trained on Fair lending compliance?

Proprietary and confidential. Do not distribute.
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What are some best practices
to mitigate risk when offering
online account opening and
fundinge
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O n Ii ne accou n-l- Risk mitigation strategies

*  Deploy identity verification solution capable of detecting

Opening & synthetic identities

o «  Enroll in the Social Security Administration’s Electronic Consent
fU n d | n g Based Social Security Number Verification Service

* A subscription-based service that allows Fls to verify name, date
of birth, and SSN combination against SSA’'s records

« Credit report review
« Send a welcome lefter to new members
«  Online account opening and funding
« Avoid using the automatic approval feature
 Establish reasonable ACH funding limit
« Be alert for multiple accounts opened using the same IP address
 Extended check holds
«  Waiting period for RDC and A2A/external transfer service, or
« Lower limits for new members
» Check holds
* Holds on ACH deposits

Proprietary and confidential. Do not distribute. 15



https://www.ssa.gov/dataexchange/eCBSV/index.html
https://www.ssa.gov/dataexchange/eCBSV/index.html

What are the top-of-mind
compliance issues for 2024¢
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» Climate risk as a component of loan pricing/
ESG

« Arfificial intelligence (Al)

» Credit union operations (back-office)
* Member-facing services

‘ * Fraud risk

» Fraud detection

» Credit underwriting

« Consumer protection —regulating consumer
outcomes (think UDAAP)

« Misleading statements

Product promotions

Contract terms

Service charges/Fees

Pricing practices

Compliance risks & issues

l
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Is collection letter
and post-
repossession
nofification no
longer an issue?¢
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Post-repossession
notice mitigation

Conduct legal counsel review

Ensure the Notice of Disposition contains the
8 required items

Use your state’s version of safe harbor notice

Confirm the Notice of Deficiency contains
the
6 required items in the required order

Check & comply for variations of the model
UCC for repossession activity in other states

Train collections staff

Audit notices periodically

-
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We pull a credit report on all
new members...what red
flags should we look for?

el s
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Credit report red flags

«  Mismatched address (indicative of accounts opened using stolen
identities)

«  Mismatched birth dates
«  High number of credit inquiries

- High number of authorized user accounts (indicative of synthetic
identity)

« High-risk credit bureau alerts linked to SSN
« SSNissued before applicant’s date of birth
« Appears on the SSA's master death file
« Has other names associated with it

«  Mismatch of anticipated and actual credit history (indicative of
synthetic identity)

Example: Someone born 35 years ago would have ~15 years of
credit history. A mismatch of expected and actual credit history
would exist if the consumer only has 6 months’ worth of history

* Follow-up on Fraud and Active Duty Alerts when a phone number is
listed
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Are there differences we should
consider when lending on EVs
VS. gas powered vehicles?
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Can a fee be charged to members who use
pay-by-phone service to make loan payments?

« Credit unions may offer a fee-based pay-by-phone and/or online loan payment service
« Assessing a pay-to-pay fee has come under fire by the CFPB
- CFPB’'s June 2022 advisory opinion on the Fair Debt Collection Practices Act (FDCPA)

 Prohibits debt collectors from assessing pay-to-pay convenience fees for making loan

payments online or by phone that are not expressly authorized by the loan agreement
creatfing the debt

« Also applies when debt collectors collect pay-to-pay fees through a third-party
payment processor
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What is alternative credit data
and how can it be used in
loan underwriting?

Bank account information, such as
deposits, withdrawals or tfransfers

Rental payments
Small-dollar loans

Mobile phone payments e Internet
and utility payments ¢ Cable TV
payments

PayPal and other online payment
activities & systems
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Alternative credit data & loan underwriting

« To adhere to the regulatory requirements of the FCRA, alternative credit data must be readily accessible
by the consumer to facilitate disputes and corrections challenges due to misinformation.

« The added inclusion, collection, and evaluation of these types of alternative credit provide lenders with
previously untapped insights into both thin-file and full file consumers. By enhancing the visibility and
transparency of the consumers’ individual behaviors, borrowers also benefit by gaining improved access
to conventional lending services while gradually building their credit histories over time.

« Current research clearly indicates the existence of a substantial information shortage in relation to
traditional credit scoring models. Regrettably, this shortage prevents a large percentage of U.S. consumers
from achieving financial inclusion. However, research also shows that alternative credit data reporting is @
vital component of the much-needed improvements for the current credit ecosystem.

« Millennials are not the only ones underestimated and unfairly penalized from a credit data perspective.
When one-third of the country’s largest consumer generation cannot be rated accurately or are
significantly undervalued according to convention credit bureau datq, there’s a fremendous opportunity
for improved financial inclusion.
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Similar fo check kifing

Fraudulent ACH payments made (ACH debits)
on line-of-credit loans (e.qg., credit cards) to free
up credit limit

Member uses up the credit limit before ACH
debits are returned unpaid

« Cash advances - frequently requested at CU
branches

« Purchase gift cards

Payments are frequent — several ACH payments
are made in a single billing cycle

Frequency and amounts grow over time to make
up for ACH debit entries that are returned

Most are returned as NSF or account not found;
others are returned as unauthorized

Credit unions are not spotting the problem until
itis too late — by that fime the balance is well in
excess of the credit limit

TruStage

Transaction Posting Reference Number Transaction Description Plan Mumber £ Amount
Date Date
TRANSACTIONS

Acoount Lewvel

0304 0309 PAYMENT REVERSED D000 £12,00:0.00+
03/06 0311 PAYMENT REVERSED [LE ] £88,447.05+
0309 0309 mmmm) BRANCH CASH ADVANCE 10001 $2,400.00+
0311 [T PAYMENT REVERSED [LEL L] £34,479.68+
0311 0311 ACH PAYMENT - THANK YOU D000 $34,479.68-
0312 0312 ACH PAYMENT - THANK YOU D000 $88,456.12-
03/12 03/18 PAYMENT REVERSED D000 £88,456.12+
0313 0313 —) BRANCH CASH ADVANCE 10001 465,000.00+
03/14 03/15 BRANCH CASH ADVANCE 10001 $6,000.00+
03/18 0326 PAYMENT REVERSED [LE ] £56,479.68+
03/18 03/18 ACH PAYMENT - THANK YOU [LEL L] 456,479.68-
03/19 03/19 ACH PAYMENT - THANK YOU D000 $88,456.12-
03/19 0327 PAYMENT REVERSED [LE ] £88,456.12+
03/20 0320 BRANCH CASH ADVANCE 10001 $2,000.00+
03/20 0320 —) BRANCH CASH ADVANCE 10001 $2,000.004+
03/20 0320 BRANCH CASH ADVANCE 10001 $2,000.00+
03/20 0320 BRANCH CASH ADVANCE 10001 $2,000.00+
0324 0324 ACH PAYMENT - THANEK YOU [LEL L] $22,000.00-
0324 0331 PAYMENT REVERSED [LEL L] £22,000.00+
0327 0327 ACH PAYMENT - THANK YOU D000 456,479.68-
0327 D402 PAYMENT REVERSED [LE ] £56,479.68+
0330 0330 ACH PAYMENT - THANK YOU [LEL L] $91,456.12-
0330 D406 PAYMENT REVERSED [LEL L] £91,456.12+
04001 D401 ACH PAYMENT - THANK YOU D000 $22,000.00-
04003 0403 ACH PAYMENT - THANK YOU [LE ] 456,711.14-

-~ ACH booster payments
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Risk resources

Business Protection Resource Center

www.trustage.com/bprc

RISK Alerts —warning | watch | awareness

Loss prevention library

- risk overviews, checklists & whitepapers

Emerging risks outlook

Live webinars, risk forums & office hours
On-demand learning & interactive training modules

“Great webinars - serious, important information
delivered in arelaxed, ‘we're among friends’ way.”
$9B credit union

=" TruStage

Collection letter

= TruStage

RISK Alert

Actionable insights for bond policyholders

Fraud risk and vendor management
impact indirect lending portfolios

Alert details

Emerging
risks outlook

Rethinking profection in an era of uncertaint
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http://www.trustage.com/bprc

Contact us

800.637.2676

* riskconsultant@trustage.com

- Ask arisk manager interactive form

« Schedule a 1:1 risk consultation

Report arisk or scam

| |
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mailto:riskconsultant@trustage.com
https://services.cunamutual.com/SmartFormsWebMgr?TemplateName=RISKMGR
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/
https://services.cunamutual.com/SmartFormsWebMgr/?templateName=RISKALRT

=" TruStage

Contact
T q n yo U - riskconsultani@trustage.com

800.637.2676

This presentation was created by the CUNA Mutual Group based on our experience in the credit union and insurance market. It is intended to be used only as a guide, not as legal advice. Any examples provided have

been simplified to give you an overview of the importance of selecting appropriate coverage limits, insuring-to-value and implementing loss prevention techniques. No coverage is provided by this presentation/
publication, nor does it replace any provisions of any insurance policy or bond.

TruStage™ is the marketing name for TruStage Financial Group, Inc., its subsidiaries and affiliates. TruStage Insurance Products offered to financial institutions and their affiliates are underwritten by CUMIS Insurance Society,
Inc. or CUMIS Specialty Insurance Company. Cyber policies are underwritten by Beazley Insurance Group or other nonaffiliated admitted carriers.

This summary is not a contract and no coverage is provided by this publication, nor does it replace any provisions of any insurance policy. Please read the actual policy for specific coverage, terms, conditions, and
exclusions.

© TruStage


mailto:riskconsultant@cunamutual.com

	Covers
	Slide 1: Lending risk landscape
	Slide 2: Today’s session
	Slide 3
	Slide 4: Shifting expectations
	Slide 5: Trends reshaping the process
	Slide 6: Lending  litigation trends
	Slide 7
	Slide 8: Synthetic ID theft
	Slide 9: Characteristics of synthetic identity fraud
	Slide 10: Online loan application fraud trends
	Slide 11
	Slide 12: Indirect lending risks
	Slide 13: Portfolio monitoring
	Slide 14
	Slide 15: Online account opening & funding
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21: Credit report red flags
	Slide 22
	Slide 23
	Slide 24
	Slide 25: Alternative credit data & loan underwriting
	Slide 26
	Slide 27
	Slide 28: Risk resources
	Slide 29
	Slide 30


