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Risks are evolving

Cybersecurity is one of the most dynamic risks for organizations to manage

Confidentiality

If the confidentiality of your
data is breached; it has been
stolen or copied.

Phishing attacks are a common
method of breaching data’s
confidentiality or privacy.
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Integrity

The integrity of your data refers
to its accuracy and safety.

Perpetrators of a data integrity

breach aim to alter, corrupt, or
even completely destroy data
or complete information
systems.

Availability

Data availability is your ability
to access it.

Ransomware and distributed

denial-of-service (DDoS)
attacks are two common
methods of compromising data
availability.
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« Human Element

* Business email compromise/
fraudulent instruction

* Phishing

e Raonsomware

» Third-party vendor incidents

Litigation

On the radar
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From a claims perspective, what
would you consider to be in the
top 3 most prevalent threats?
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How do these cyber threats affect
small credit unions —if at all?

Susan in Wisconsin
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The Human Element

How people are getting hooked
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74% of breaches include the human element, such as errors,
stolen credentials, and other forms of social engineering.

Source: 2024 Verizon Data Breach Investigations Report
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Common
human threats

« Poorly protected passwords

« Clicking on unsecure and damaging files
and emails

« Unsure about their abilities to prevent an
afttack

* Lack knowledge about cybersecurity policies
and practices for their organization

« Lack of awareness about the organization's
process to report suspected cyber attacks
even when their organization has a process
in place

* Lack of ongoing education on cybersecurity
risks and risk management strategies
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Business Email Compromise
& Fraudulent Instruction

Ease of providing instruction + the quickness of moving large sums of money
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Business email
compromise

$2.9 billion adjusted loss for BEC crimes against
businesses & consumers.

Source: IC3's 2023 Internet Crime Report, FBI

« A fraudster compromises an exec's email and then
sends a well-crafted email to another member of
the c-suite or employee with instructions to
complete a transaction.

« The recipient complies with the email message and
authorizes the payment or information release often
without following appropriate follow-up protocols.

«  The money or data is then wired to or shared with
the fraudster as the instructions requested.

63% of organizations experienced some form of
attempted or actual BEC in 2023.

Source: 2024 Payments Fraud and Control Survey Report,
Association for Financial Professionals
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Red flags: BEC

Sense of urgency
Requests typically come from a high-level executive
Often coincide with being out-of-the-office

Requests to keep transaction confidential and only
communicate through email

Often coincide with changes in direct deposit
iInformation or for payments to be made to a different
account

May impersonate a trusted supplier, vendor or partner

Misspellings, poor grammar and emails sent outside of
normal business hours
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Less than 60% of
organizations created
written policies and
procedures to
safeguard against BEC.

Source: 2024 Payments Fraud and Control Survey Report,
Association for Financial Professionals
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Human element

Which key strategies and/or technologies
do you use to minimize the risk of human

threats?
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Social engineering fraud
& phishing

How people are getting hooked
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Primary types of phishing

Wed 7/5/2023 4:07 PM

h i h i ([ J S .S h i g o 1 h 1 g Service HelpDesk <Jonathan@ochpri.org>
P I S I n g M | | n v | S | n Mailbox Access Expiry Notice to alex.friedl@m3ins.com July 5, 2023, 02:06:44 PM

To Alex Friedl

D This message was sent with High importance.
Share sensitive information

< Receipt for Your Payment AA

phs

Trick the user to share sensitive information like login B Microsoft
credentials (username/password) or account numbers e e
that can be used to breach a system or account.

S service@paypal.com

Date Mar 31at 10:21 PM

Your password to this email account is due to expire today 05 July, 2023. To avoid being Hello

D own I oq d m q qu re kicked out of your account, kindly keep ew your password

Status Code: AlertiD# Passwd-T| ABB/35TI744/71412023

Use the tab below 1o keep/renew your password,

Get the user to infect their own computer by
downloading malware through an embedded link to a esages wi sy pemere. (@) +1 (206) 304-2017 >

malicious or spoofed website or an attachment. You sent a payment of

Text Message

Today 8:55 AM $44.98 USD

Thanks for using PayPal. To see the full
transaction details, log in to your PayPal

-' ,urg'ent account. Keep in mind, it may take a few

nOtIflcatIOI‘l moments for this transaction to appear.

reQ'ardlng the USPS Transaction ID Transaction date

dellvery S46K5 from 0-28 Fri, April 01, 2022

04/04/2020. Go to: 2ietAl

m9sxv.info/

IbJOnVg6Ft

]
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Infimidation tactics and urgent requests
are common.

Key mitigation tips:

- Email filtering

Employee education & training
* Phishing simulations

If you receive an attempt at social
engineering fraud or a phishing email,
you should delete it or use your phishing
or credit union’s established fraud
reporting system immediately.

Notify your IT department, but do not
open, respond, or provide information!
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Ransomware

Attacks and payments have escalated in frequency, scope, and volume
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Ransomware attacks

Six and seven-figure ransomware demands have become routine

Most identified infection points

Phishing emails

Corrupt attachments

Weak remote desktop protocols (RDP)
Unpatched systems

Extensive reuse of passwords

Lack of multi-factor authentication

Roughly one-third of all breaches involved ransomware
or some other form of extortion technique.

Source: 2024 Verizon Data Breach Report
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S391K

Average ransom payment paid by
ransomware impacted companies

77%

Of attacks threaten to leak exfiltrated
data

Source: Ransomware Quarterly Report,
Coveware, July 2024
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Proactive prevention
measures

+ Keep all systems, software, and cloud locations
patched and up-to-date

« Activate two-factor / mulfi-factor authentication on
all systems

* Backup and test data regularly and verify the
integrity

* Apply the principles of least privilege and network
segmentation

« Vet and monitor third parties that have remote
access to your network and other third-party
connections

« Gain familiarity with FINCEN’s Red Flag Indicators

» Provide regular social engineering and phishing
training with employees

= TruStage
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Are scams getting
more sophisticated
with Al?

Lindsey in Louisiana
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Third-party relationships

While you can outsource the service; remember, you still own the responsibility
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Third parties

/N

Supply chain attacks make it easier
for cyber attackers to circumvent
security controls by creating avenues
to sensitive resources through targets
of third, fourth, and nth party
vendors.

687

Increase of data breaches involving third
parties from 2023

Source: Verizon Data Breach Report, 2024

737

Total reported incidents since 9/1/2023
involved compromises with a third-party

Source: NCUA, 2024

TruStage

Sound vendor due diligence

Understand your vendors and how
they protect your data

Review your vendor's data
security standards and strategies

Consider putting contract

provisions, security requirements
and risk oversight in place to best
manage organizational resources

Know how your third-party vendors
rely on their own set of
subcontractors or fourth parties

Formalize standards and
expectations for security and
compliance through SLAS

Proprietary and confidential. Do not distribute.
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Governing third-parties

Compromising the right partner is a force multiplier for threat actors. Consider these vital steps for
managing third-party relationships.

Know your vendors — maintain an easily accessible list of all third-party vendors and what type
of access they have to your credit union and member data

Take necessary steps to understand your vendors’ data security standards

Know your vendors’ cybersecurity strategies. If your third-party vendors are entrusted with your
credit union’s member dataq, their cybersecurity strategy is just as important as your own

Set expectations for your vendor relationships. When making relationships with new third-party
vendors, make cybersecurity a part of the vetting process and ongoing monitoring

Understand your risk. Establish processes to evaluate and manage associated third-party risks
before entering, during, and even after the vendor relationship ends

Understand incident reporting - NCUA 72 Hour Rule and Vendor incidents
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« With the increased focus on consumer
data rights, more litigation is quickly
becoming a significant risk to credit
unions resulting from consumers who
claim they have suffered damage as a
result of a cybersecurity attack

» Uptick in Class Action lawsuits
Tips to minimize the litigation risk
» Practice good security hygiene

« Take proactive measures to protect
data

« Report to cyber insurance carrier

Litigation landscape
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Are there any cyber threats
that are no longer as
concerninge

Meg in Indiana
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What are some of the
common issues or
mistakes you see within
triage?

.
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Key Cybersecurity strategies contfinue to quickly evolve as do data security
threats. Stay on top of next-generation vulnerabilities to minimize risk and

1'C| keqwqys be prepared to respond to potential loss of info and data.

« Commit to a thorough understanding of cyber threats —
including those that are anticipated down the road

« Understand the risks and potential impact that your
partners and vendors bring

* Prioritize and monitor cyber threats on an ongoing basis

« Strengthen your risk posture across the entire
organization by delivering training, education, and
instilling risk management knowledge & collaboration

- Promptly report incidents to your insurance carrier
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How can Al be

Incorporated responsibly to
identify cyber threats?

Dianna in Florida
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RISK Alert

Ris k r e s o U r C e s Actionabis insights for bond policynalders

m o Lt

Account takeovers and Reg E

Alert details

Business Protection Resource Center

www.trustage.com/bprc
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RISK Alerts —warning | watch | awareness
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Loss prevention library

- risk overviews, checklists & whitepapers Emerging

Cyber threats ]
risks outlook

Emerging risks outlook

Rethinking protection in an era of uncertainty

Live webinars, risk forums & office hours
On-demand learning & interactive training modules

“Great information, excellent format. Presenters were
engaging and knowledgeable in their respective fields.”

Executive Vice President - $3B credit union
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http://www.trustage.com/bprc

Risk resources

Beazley Breach Solutions www.BeazleyBreachSolutions.com

USA ~ Services - Report an incident Search

_bL_Zl_e‘y Preparc Investigate Respond Trends & Developments

Get started now =

What's new

Learn how to Learn what the new SEC npogmg rules mean
implement M# for public companies, how to cBmply, and
what the enforcement risks are

Our latest Cyber Services Snapshot discusses
/Al and privacy-related litigation, website

tracking technology claims, advances in

ccybercriminal techniques, and more

environment

o

Preparing for possible interrUplion of your
business operations is es$ntigl to being a
resilient organiztion. Learn howto get started.

)

How good backups can help you recover from
ransomware, and what challenges stand in the
way

A — —
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http://www.beazleybreachsolutions.com/

Contact us

800.637.2676

riskconsultant@trustage.com

Ask a risk manager interactive form

Schedule a 1:1 risk consultation

Report a risk or scam
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mailto:riskconsultant@trustage.com
https://services.cunamutual.com/SmartFormsWebMgr?TemplateName=RISKMGR
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/
https://services.cunamutual.com/SmartFormsWebMgr/?templateName=RISKALRT
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Contact
T q n yo U ° riskconsultant@trustage.com

800.637.2676

This presentation was created by the CUNA Mutual Group based on our experience in the credit union and insurance market. It isintended to be used only as a guide, not as legal advice. Any examples provided have

been simplified fo give you an overview of the importance of selecting appropriate coverage limits, insuring-to-value and implementing loss prevention fechniques. No coverage is provided by this presentation/
publication, nor does it replace any provisions of any insurance policy or bond.

TruStage™ is the marketing name for TruStage Financial Group, Inc., its subsidiaries and affiliates. TruStage Insurance Products offered to financial institutions and their affiliates are underwritten by CUMIS Insurance Society,
Inc. or CUMIS Specialty Insurance Company. Cyber policies are underwritten by Beazley Insurance Group or other nonaffiliated admitted carriers.

This summary is not a contract and no coverage is provided by this publication, nor does if replace any provisions of any insurance policy. Please read the actual policy for specific coverage, terms, condifions, and
exclusions.
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